SOLDIER FOR LIFE
TRANSITION ASSISTANCE

JOB LEAD

DATE OPEN: 7/18/2016 DATE CLOSE: Until Filled

Job title: IS Systems Engineer

Location: Denver, CO
Company: Unlisted
SALARY: Unlisted

SKILLS/DUTIES: 1S Systems Engineer is responsible for the the technical planning, development,
installation, configuration, maintenance, support, and optimization of all enterprise hardware, software
and data communication systems. Performs day-to-day systems and Active Directory maintenance,
installs and maintains servers, disk storage devices and network equipment, and ensures compliance with
industry best practice standards, applicable SLAs, including uptime, problem resolution and general
performance metrics. Develops and implements various systems monitoring and alert tools to proactively
identify potential or real-time hardware issues with the ultimate goal of reducing resolution time. This
position will also occasionally cross-support the Desktop Support and DBA functional areas.

Manages all servers and associated operating systems and software; security solutions, including firewall,
anti-virus, and intrusion detection systems; all network hardware and equipment, including routers,
switches, cable plant and hubs; the Data Center, including HVAC systems, power, PDUs, UPS, cabling,
rack systems and other equipment; LAN/WAN network systems and connectivity.

Administers all hardware, software and other storage and peripheral device upgrades.

Performs systems and network design and enterprise capacity planning.

Conducts research on systems and network products, services, protocols, and standards in support
general systems procurement and development efforts.

Develops implements and maintains policies, procedures and associated training plans for systems
resource administration, appropriate use, and disaster recovery.

Practices network and systems asset management, including maintenance of component inventory and
related documentation and technical specifications information.

Administers and maintains all AD system, server, printer and users accounts, including associated
permissions.

Performs server and security audits.

Tests and monitors network performance and provides network performance statistics and reports.



Schedules and performs systems/network improvements, upgrades and repairs.

Provides guidance to junior members of the IS team.

Manages routine backup and archival tasks for client and server computers.

SUPERVISORY RESPONSIBILITIES:

This position will not supervise other associates.

EDUCATION and/or EXPERIENCE

BA - Computer Science and 4 - 5 years of system admin experience.

MCSE OR MCSA REQUIRED

CCNA - Preferred

Five - Seven years of MS Windows AD administration experience.

Current knowledge and experience in the following areas:

General end user and systems support, advanced file system concepts (clustering, logical partitions,
RAID configurations and security); DHCP, DNS/Bind, HTTP, SHTTP, SSL, POP, IMAP, WINS, TCP/IP and
Windows scripting; MS Exchange Administration (2010, 2013); systems and network design; CISCO
routers, switches, and ASA device administration; Server clustering in enterprise environment; IIS Web

and SMTP services, DNS hosting, Symantec and MDM products.

Working and technical knowledge of server maintenance, networks and data communications in a mid-
size corporate environment.

Expert knowledge of Win 7, Win 8.1 Win 10 (XP)

Knowledge of thin-client, including advanced application support

Knowledge of Symantec and MDM products.

Knowledge of firewall security, virus protection and spam control.

Knowledge of phone systems and communications networks

Working technical knowledge of current network hardware, protocols and standards including TCPIP.

Knowledge of applicable data privacy practices an laws 9HIPPA, CHAP, SOX).

How to apply: To apply for this position

visit http://casy.msccn.org/JobSeekers/CreateAccount.html and Login or Register. Click on "Search
Openings". Enter the Req # listed below in the "Auto req ID" field to search for the corresponding
position.

*Military Spouses* may apply by logging in or registering here: http://msccn.org/JobSeekers/index.html
Click on "Search Openings". Enter the Req # listed below in the "Auto req ID" field to search for this
position.

Search for Req #: 159281BR - IS Systems Engineer - Denver CO


https://webmail.serco-na.com/f5-w-68747470733a2f2f31302e31312e31312e313339$$/owa/redir.aspx?SURL=PA5x2OTcn6Qun-0Zeaqje-CVOT2zHY-yf6aRu4lcsX1xv8xv96_TCGgAdAB0AHAAOgAvAC8AYwBhAHMAeQAuAG0AcwBjAGMAbgAuAG8AcgBnAC8ASgBvAGIAUwBlAGUAawBlAHIAcwAvAEMAcgBlAGEAdABlAEEAYwBjAG8AdQBuAHQALgBoAHQAbQBsAA..&URL=http%3a%2f%2fcasy.msccn.org%2fJobSeekers%2fCreateAccount.html
https://webmail.serco-na.com/f5-w-68747470733a2f2f31302e31312e31312e313339$$/owa/redir.aspx?SURL=ccLyoDqoTwVS89d6Wjq-kvIjtc1SMNSbOxCH3Q2Si-dxv8xv96_TCGgAdAB0AHAAOgAvAC8AbQBzAGMAYwBuAC4AbwByAGcALwBKAG8AYgBTAGUAZQBrAGUAcgBzAC8AaQBuAGQAZQB4AC4AaAB0AG0AbAA.&URL=http%3a%2f%2fmsccn.org%2fJobSeekers%2findex.html




